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AENAPTAMEHT FOCYOAPCTBEHHOW NOJIMTUKU B COEPE
OBLLErO OBPA3OBAHMUA

nMCbMO
ot 14 maa 2018 r. N 08-1184

O HANPAB/ZTIEHUN NHOOPMALUUN

JenapTameHT rocyZapCcTBeHHOM NOAUTUKK B chepe obuwero obpasoBaHua MuHobpHayku Poccum
HanpasnseT ansa cBeAeHus paspaboTaHHble BpemeHHoi Komuccuein Coseta depepaumm No pasBUTUIO
MHPOPMAUMOHHOTO 06LLEeCTBa METOAMYECKME PEKOMEHAALMM O pPasMeLLeHUM Ha MHPOPMALMOHHbIX
cTeHaax, opunUMaNbHBIX WHTEpHeT-calTax n Apyrux MHPOPMALMOHHbIX pecypcax
06weobpasoBaTe/IbHbIX OPraHN3aLLMiA U OPraHoB, OCYLECTBASAIOWMX yNpaBaeHne B coepe obpa3oBaHus,
nHdopmauum o 6esonacHom NoBeAeHUN U UCNONb30BaHMK ceTh "UHTepHeT".

OunpekTtop LdenaptameHTa
A.E.NETPOB

MpunoxkeHune

METOANYECKUE PEKOMEHAALIUU
O PASMELLEHMN HA UHOOPMALMOHHbIX CTEHAAX, OPULIMAJIbHBIX
WMHTEPHET-CAUTAX U APYTNX UHOOPMALIMOHHbIX PECYPCAX
OBLLEOBPA3OBATE/IbHbIX OPTAHU3ALMA U OPTAHOB, OCYLLECTBNIAIOLLINX
YNPABNEHUE B COEPE OBPA30OBAHUA, UHOOPMALIUU O BESOMNACHOM
NOBEAEHUM U NCNOJIb3OBAHUU CETU "MHTEPHET"

dKkcneptammM U yYneHamu BpemeHHoW Komuccum Coseta Pepepaumm  No  PasBUTUIO
MHPOPMAUMOHHOIO obLecTBa B pPaMKax BbINOJIHEHUA PEKOMEHZAUMA NapAaMEHTCKUX CAyLaHWiA
"AKTyanbHble BOMpPOCbl obecneyeHUs 6e30MaACHOCTM M pPas3BUTUA geTed B MHPOPMALMOHHOM
npoctpaHcTee", Kotopble npownu B CoBete depepaumm 17 anpens 2017 r., 6b1an paspaboTaHbl
MeTOAMYECKME pPEKOMEHZAUMM O pasmelleHMM Ha WMHOOPMALMOHHBLIX CTeHAax, oduuUManbHbIX
WUHTEPHET-caliTax M ApyrMx WHPOPMAUMOHHBIX pecypcax obLLeobpa3oBaTesibHbIX OpraHusauui K
OpPraHoB, OCYLLECTBAAOWMX ynpaBieHne B cdepe o6pasosaHuA, WHPopmaumm o 6esonacHom
noBeAeHnn 1 UCnosib3oBaHMKU ceTn "UHTepHeT" (ganee - meToanYeckue pekomeHaaumnn).

MeToanyeckMe peKomeHAauMM HanpasBAeHbl Ha  KayecTBEHHOe MNOBblWEHWE  YPOBHSA
MHPOPMALMOHHON AeaTeNbHOCTU 06LLe0bpa3oBaTebHbIX OpPraHM3aUmMii U OpPraHoB, OCYLLLECTBAAIOWMX
ynpasneHue B cpepe 0b6pa3oBaHUA, B HaCcTU MHOOPMUPOBAHMA YYaLLUXCA, UX poanTenei (3aKOHHbIX
npeacraBuTenet) W neparorMyeckMx pPaboTHMKOB 06 OCHOBHbIX acnekTax MHGOPMaLMOHHOM
6e3sonacHocTy.

MeToauyeckme pekomeHZaumu no3BoNAT obuieobpasoBaTesibHbIM OPraHM3aUMaAM U OpraHam,
OCYLLECTBAAOWMM ynpaBneHue B cdepe 06pa30BaHMA, aKTyaM3MpoBaTb YXKE WCMNO/Ab3yemMble WU
pasmelleHHble MHPOPMALMOHHbIE MaTepPManbl, Tak U NOATOTOBUTbL MUX B C/lyYae UX OTCYTCTBUA C YYETOM
NYYLIMX NPAKTUK U peKoMeHAaUNN.

B pamKax meTtoanyeckux peKomer,au,m‘/’l paccmaTpmnBatoTCA ceayroume MHCTPYMEHTDI:



1. rHdopMaLUMOHHbIe CTEHAbI;
2. oduUMaNbHbIE UHTEPHET-PECYPChI;

3. cpeAcTBa MaccoBoi MHGOPMaLIMK (LLIKONbHbIE ra3eTbl, NeAarorMyeckne u3gaHusa 1 apyrue).
MHdopmauMOHHbIe CTEHADI

Ha nHdopmaumoHHbIX cTeHAax B 06leobpa3oBaTenbHbIX OpraHM3aLMsaX, PacnooxKeHHbIX B dolie
YUPEKAEHMI M B KabWHeTax, OCHALLEeHHbIX MePCOHANbHbIMW YCTPOWCTBAaMM AN BbiXO4a B CETb
"MHTepHeT", peKoMeHAYeTCs PasMecTUTb MHPOPMALMOHHbIE NAMATKU, COAEPIKALLME OCHOBHbIE COBETbI
no obecneyeHno MHGOPMaLMOHHOM 6e30NaCHOCTM yYaLLMXCA.

B npunoxeHun N 1 K mMeToaMUYECKMM peKomeHZauuam npeacTaBneH obpasel, nNamaTkM Ans
pasmeleHma Ha MHGOPMALMOHHbIX CTEHAAX.

CpeactBa maccoBoi uHpopmaumm

B cpeacrtBax maccoBo MHPOPMALMKU, OPUEHTUPOBAHHbLIX Ha OOy4YaloWMXCA, PEKOMEHAYeTCa B
TeyeHMe y4yebHOro roga perynapHo nyb6aMKkoBaTb WMHPOPMAUMOHHbBIE MaTepuasnbl, MOCBALWEHHbIe
OTAE/IbHbIM acnekTam MHPOPMALMOHHOMW 6e30MacHOCTU, a TaKKe pas/inyHble NamAaATKU obuliero
XapaKrepa.

B cpeacrtBax maccoBon MHPOPMALUKM, OPUEHTUPOBAHHbBIX Ha NeAarorMyeckyto obLecTBeHHOCTb,
pekomeHayeTcA B TeYeHWe KafieHAapHoro roga peryaapHo nybaukoBaTb MHGMOPMaLMOHHbIE
mMmaTepuanbl, NOCBAWEHHble OTAeNbHbIM  acnekTam  WHPOpmauMOHHOW  6e30MmacHOCTM  Kak
HecoBeplUEeHHONEeTHUX, Tak U 06Leobpa3oBaTenbHbIX OpPraHM3aUmii, a TaKXKe pas/MyHble MNaMATKM,
0630pbl HOPMaTUBHO-MPaABOBOr0 PeryanpoBaHnAa AaHHOW cdepbl U MHPOPMALMIO O aKTyanbHbIX
MeponpPUATUAX U cOBbITUAX B AaHHOW chepe.

B xoge npoBegeHua EauMHOro ypoka no 6esonacHocTM B cetn "MHTepHeT" pekomeHayeTcs
obecneynTb BbINYCK TEMATUYECKOrO BbIMyCKa CpeacTBa MaccoBon WHbopmauum nmbo cepun
nyb6avKkaumii, cpean KOTOPbIX PacCMOTPETb OPraHM30BaHHblE MepPOnpPUATUA A1A 0by4YaloWwmxca, Ux
poauTeneli (3aKoHHbIX NpeacTaBUTeNelt) U neaarorMyeckor obw,ecTBeHHOCTH.

OdunuymanbHblie MHTEpHeET-pecypcbl

ObuweobpasoBaTenbHbIM OpraHM3aUMAM PEKOMeHAyeTCA Ha cBoux oduumanbcHbix WHTEpHeT-
pecypcax obecneunTb ¢GYHKLMOHMPOBAHME CaMOCTOATENbBHOIO M CMNEeuuannM3snMpoBaHHOrO pasaena
"MHpopmaumoHHasa 6e3onacHocTb", B pamKax KOTOPOro npeaycMOTPETb pPasMeLLeHWe cheaytoLlei
nHpopmaymm:

N Pasgen/nogpasgen | ®opmaT npeacraBneHus CopepkaHue maTepuanos
maTepuanos
1. |/loKanbHble Konuu JOKYMeHTOB B PasmelatoTca KONMM JOKYMEHTOB, T.€.
HOPMaTMBHbIE aKTbl B | popmaTe *PDF CKAHWPOBAHHbIN BapMaHT AOKYMEHTA,
chepe obecneyeHuns COOTBETCTBYIOLWMI TpeboBaHMAM K
MHPOPMALNOHHOWN napameTpam CKaHUPOBaHMUS.
6e3onacHoOCTM PasmeLlLatoTca JOKYMEHTHI,
obyyatowmxca pernameHTUPYOLLME OPraHN3aLMIo U
paboTy C NepCcoHaNbHbIMWU AaHHbIMMU,
NAaHbl MeponpuATKIA No obecneyveHmto
MHbOpPMaUMOHHONM besonacHoCTH




obyuatowmxca u gpyrve.

2. |HopmatusHOe Konun OoKymeHTOB B My6aMKylOTCA aKTyanbHble CBEAEHUS O
peryinposaHue ¢dopmate *PDF desepanbHbIX U PErMoHaNbHbIX 3aKOHAX,
NMCbMax OpraHoOB BNACTU U Apyrue
HOPMaTMBHO-NPABOBble AOKYMEHTbI,
pernameHTUpyoLwme obecneyeHune
MHbOPMALMOHHOM 6e3onacHOCTH
HecoBeplleHHoNeTHMX. JonyckaeTcA
BMECTO KOMNWUI pa3meLL,aTb rMnepccblikn
Ha COOTBETCTBYIOLLNE AOKYMEHTbI Ha
caliTax OpraHoB rocyapcTBEHHOW BAaCTU.

3. Meparornyeckmum TeKcT Ha cTpaHuue caiTa | PasmellatoTca meTogmyeckme
paboTHUKam Konuu JOKyMeHTOB B peKkomMeH4aLnn N yKasbiBaeTca
¢dopmate *PDF MHbOPMALUNA O MEPONPUATUAX, MPOEKTaX

M Nporpammax, HanpasaeHHbIX Ha
NnoBbleHMe NHPOPMALMOHHOM
rPamMoTHOCTM Neaarormyeckmnx
paboTHMKOB.

4. |Obyvatowmmcs TeKcT Ha CcTpaHuue caliTa | Pazmellaetca MHPOPMALMOHHAA NaMATKa
(npunoxkenune N 2) n ykasbiBaeTcs
MHPOPMALMA O MEPONPUATUAX, NPOEKTAX
W NPOrpamMmmax, HanpasJEHHbIX HA
NnoBbleHMe NHPOPMALMOHHOM
rPamMoTHOCTM 0ByYatoLMXCS.

5. |Pogutensam TeKcT Ha cTpaHuLe caiiTa | Pasmelnaetcs MHGOPMaLMOHHAA NaMATKa
(3aKOHHBbIM (npunoxkeHwne N 3).
npeacTaBUTeNAM)
obyuatowmxcsa

6. |[eTckue 6e3onacHble | TeKCT Ha CTpaHMLe caliTa | Pasmewaetca nHpopmauma o

cauTbl pPeKOMeHAyeMbIX K CMO/Ib30BaHMIO B
y4yebHom npouecce 6e3onacHbIX caliTax,
6aHHepbl 6@30MacHbIX AETCKUX CaliToB.

OpraHam, OCyWecTBAALWMM ynpaBneHve B cdepe o0b6pasoBaHMsA, PEKOMEHAYETCA Ha CBOMX
opuumanbHbix  UHTepHeT-pecypcax  obecneuntb  GYHKLUMOHMPOBAHME  CAMOCTOATENILHOTO U
cneunanmsnpoBaHHoro pasgena "MHPopmaumoHHas  6e3onacHOCTb', B  paMKax  KoOTOporo
npesycmoTpeTb pasmelleHne ceaytouein MHGopMaLmm:



Mpunoxenmne N 1

NAMATKA
ANA OBYYAIOLMXCA OB UHOOPMALMOHHOW BE3ONACHOCTU AETEN

HENb3A

1. Bcem noapaa coobuiatb CBOK 4YacTHYO MHbOopmauuto (HacTosawme umsa, dammnanio, Tenedon,
afpec, HoMep LLKOAbI, a TaKKe doTorpadun cBou, CBoei cembm U Apyseit);

2. OTKprBaTb B/1IOXEHHbIE d)aﬁﬂbl 3ﬂeKTpOHHOl7’I No4YTbl, KOrga HeE 3HaelWb OTNPaBUTENA,
3. rp\/6MTb, npnanpaTbCA, OKa3biBaTb AaB/1IEHNE - BECTU ceba HeBEXKANBO U arpeccmBHO;

4. He pacnopsaxkaica geHbramu TBoel cembn 6e3 paspelleHus cTaplimx - Bcerda crnpawmsai
poauTenen;

5. He BcTpeuaiica ¢ NHTepHET-3HaKOMbIMMU B PeasibHOM KM3HU - MOCOBETYMCA CO B3POC/bIM,
KOTOpOMY AoBepAeLlb.

OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaewb o cebe Henpaeay B MHTepHeTe - cooblm 06 3ToM CBOMM
pPOAUTENAM AU ONEKYHaM;

2. MpurnalatoT nepenmcbiBaThbCa, Mrpath, 06MeHNBaTLCA - NPOBEPb, HET IN NOABOXa;
3. He3aKkoHHoOe KonmpoBsaHue ¢aiinos B UHTepHeTe - BOPOBCTBO;
4. Bceraa pacckasbiBali B3poC/ibiM 0 Npobaemax B CETU - OHU BCeraa NomoryT;

5. Ucnonb3yit HacTpolikM 6e30MacHOCTU M NPUBATHOCTK, YTOBbI He NOTepATb CBOM aKKayHTbl B
COLLCETAX M APYTMX NopTanax.

MOXHO
1. YBarkal apyrux nonb3oBaTenemn;

2. Monb3yewbcs MHTEPHET-UCTOYHUKOM - A€Nal CCbINIKY Ha Hero;

3. OTKpbIBal TONbKO T CCbINIKK, B KOTOPbIX yBEPEH;

4, O6LU,aTbCFI 3a NOMOLULbO B3pOC/bIM - poauTenn, onekyHbl N agMUHUCTPaUNA camnTos Bceraa
NOMOTYT,

5. Mpoinaun obyyeHune Ha canTte "CeTeBUUYOK" 1 Noyuu nacnopt umMdpoBoro rpaxKaaHuHal



MpunorkeHue N 2

WHOOPMALIMOHHASA NAMATKA
JANA OBYYAIOLLMXCA ANA PASMELLEHUA
HA ODPULIMANBHBIX UHTEPHET-PECYPCAX

C KaZbiM roiomMm MONOAEKWN B UHTEPHETe CTaHOBUTLCA BOoNblUe, a LIKOJbHUKMA OAHU U3 CaMbiX
aKTMBHbIX MNonb3oBaTene PyHeTa. Mexay Tem, MOMMMO OFPOMHOrO KO/IMYeCcTBa BO3MOXHOCTEMN,
WMHTEpPHET HeceT 1 Npobsiembl. ITa NaMATKA A0/XKHa MOMOYb Tebe 6e30nacHO HaxXoAUTbCA B CETHU.

KomnbloTepHble BUpYCbI

KomnbloTEPHbIA BUPYC - 3TO pPasHOBMAHOCTb KOMMbIOTEPHBLIX MNPOrPaMm, OTAMYUTENLHOWM
0COBEHHOCTbIO KOTOPO ABNSAETCA CNOCOBHOCTb K PAa3MHOMKEHMI0. B loN0IHEHWE K 3TOMY, BUPYCbl MOTYT
NoBPeaUTb WAW MONHOCTBIO YHUUTOXWUTL BCe Gaii/ibl U AaHHblE, MOAKOHTPO/IbHbIE MO/b30BATENO, OT
MMEHW KOTopOoro Hbina 3anyLieHa 3apaskeHHan NPorpaMmma, a TakxkKe NoBPeanTb UAN AaXKe YHUUTOXUTb
OMNepaLMoHHY0 CUCTEMY CO Bcemu daiinamu B LenoM. B 6ONbLIMHCTBE C/Ay4YaeB pacnpocTpaHaAloTca
BMPYCbl Yepes MHTEPHET.

MeToabl 3aWmTbl OT BPELOHOCHbIX NPOrpamm:

1. icnonb3yii coBpeMeHHble OnepaLMoHHbIE CUCTEMbI, UMEIOLLME CePbe3HbI YPOBEHb 3aLLUTbI OT
BPEAOHOCHbIX MPOrPamm;

2. TllocTosHHO ycTaHasAuBait naytM  (uMdposBble 3annaTkM, KOTOpble aBTOMATMYECKU
YCTaHaBAMBAIOTCA C LeNblo A0paboTKM nporpammbl) U apyrne o6HOBAEHWUA CBOei onepaumoHHOM
cuctembl. CKaumBaih MX TONbKO C oduUManbHOro caita paspaborumka OC. Ecnv cywiecTByeT perkum
aBTOMAaTUYECKOro 06HOBNEHMS, BKIOUYM €ro;

3. PaboTait Ha cBOeM KomMbloTepe noj, npasamu no/ab3oBaTeNs, a He agMUHUCTpaTopa. ITo He
NO3BOMUT 6O/BWMHCTBY BPEAOHOCHbIX NPOrpaMm MHCTaNAMPOBaTbCA Ha TBOEM MNEPCOHabHOM
KOMMbIOTEpE;

4. Wcnonb3yit aHTMBUPYCHble MNPOrpaMMHble MPOAYKTbl W3BECTHbIX MpOM3BOAUTENEN, C
aBTOMAaTM4YeCKUm obHoBNeHneM 6a3;

5. OrpaHunyb GU3NYECKUIA OCTYN K KOMMbIOTEPY 418 NOCTOPOHHUX /INLL;

6. Ucnonb3yih BHewWwHWe HocuTenn uHopMauuKM, TakMe KaK onewka, AUCK uan dann ms
WHTEPHETa, TO/IbKO U3 NPOBEPEHHbIX MCTOYHUKOB;

7. He oTKpbiBait KomnbloTepHble $aiibl, NONYYEHHbIE U3 HEHALEMHbIX UCTOYHWMKOB. [axe Te
daiinbl, KOTopble NPUCIAN TBOM 3HAKOMBIN. Jlydlle YTOYHU Y HETro, OTNPABAA JIN OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA, Nepeaaym AaHHbIX, He TEXHO/IOMMS, a BCEero Mwb bpeHs, mapka. Ewe B 1991
rogy HMgepnaHAckaa KomnaHma 3aperncrpmposana 6perg "WECA", yto o603Hayano cioBocoyeTaHue
"Wireless Fidelity", koTopblii nepeBoanTCA Kak "becnpoBogHan TOYHOCTL".

[o Halwero BpemeHu golna apyras abbpesunaTtypa, KoTopas ABAAETCA TaKOM Ke TexHoNornen. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe 6b110 4aHO C HAMEKOM Ha CTaHAAPT BbICLLEN 3BYKOBOM TEXHUKU
Hi-Fi, yTo B nepeBoae o3Ha4yaeT "BbICOKasA TOUHOCTL".

Ha, 6ecnnaTHbli WMHTEpPHeT-g4oCcTyn B Kade, OTeNAx WM asponopTax ABAAETCA OT/AUYHOM
BO3MOKHOCTbIO BbIX04a B MHTEPHET. HO MHOrMe 3KCnepTbl cuMTaloT, YTo obweaoctynHble Wi-Fi ceTu He



ABnatoTcA 6e3onacHbIMM.
CoBeTbl N0 6e3onacHocTN paboTbl B 0b6weaocTynHbix cetax Wi-fi:

1. He nepenaBait cBoto AnYHYO0 MHPopmauuto yepes obueaoctynHble Wi-Fi ceTn. PaboTan B HuUX,
YKenatesbHO He BBOAUTb MNapo/iv AOCTYNA, NOTMHbI U KaKMe-To HOMepa;

2. Wcnonb3yih M 06HOBNAW aHTMBMPYCHble Nporpammbl M 6paHamayep. Tem cambiM  Tbl
obe3onacuwb cebs OT 3aKauyKu BUpYCa Ha TBOE YCTPOMCTBO;

3. MNpun uncnonbzosaHum Wi-Fi oTkaoum ¢yHKrumio "O6wmin goctyn K daiinam M npuHTepam'.
[daHHan ¢yHKUMA 3aKpbiTa MO YMOMYaHMIO, OOHAKO HEKOTOpble MO/b30BaTE/NIM AKTUBUPYIOT ee AA
yAo6CTBa Mcnoib30BaHUA B paboTte unum yyebe;

4. He ncnonb3yint nyb6anunbin WI-FI ans nepenayn NMYHbIX AaHHbIX, Hanpumep ANa Bbixoda B
coumanbHble CETU UIN B SNEKTPOHHYIO NOYTY;

5. Mcnonb3yi ToNbKO 3almileHHoe coeguHeHne yepes HTTPS, a He HTTP, T.e. npn Habope Beb-
aapeca BBoaun umeHHo "https://";

6. B mobunbHom TenedpoHe oTKAouM ¢dyHKuuto "MoakntouyeHne K Wi-Fi aBTomaTuueckun". He
[AOMyCKalh aBTOMaTMYeCKOro NoAKAUYEHMA YCTPOICTBA K ceTam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble cetTu

CoumanbHble CEeTU aKTMBHO BXOAAT B Hally »KWM3Hb, MHOTMEe /oA pPaboTaloT M KMBYT Tam
NOCTOsIHHO, a B Facebook y»ke 3apernctpupoBaH MUAAMAPA YEJIOBEK, YTO ABAAETCA OAHOM CeibMOM BCex
Kutenen nnaHetbl. MHOrMe nosb3oBaTeNn He MOHMMAIOT, YTO MHOPMAUUA, Pa3sMELLEHHAs UMK B
COUMANbHbIX CETAX, MOXET ObITb HalileHa M UCMO/Ib30BaHa KeM YrogHo, B TOM YMC/ie He 0653aTeNbHO C
6n1arMmmn HamepeHUAMM.

OcHoBHble coBeTbl N0 6e30MacHOCTM B COUManbHbIX CceTax:

1. OrpaHuyb cnucoKk apysei. Y Teba B Apy3bsAX He AOJ/IKHO ObiTb CAYyYalHbIX U HE3HaKOMbIX
nopein;

2. 3awmuiai cBOK YaCTHYIO KM3Hb. He yKasbiBalt naponu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHWUA W  OPYryl0 JIMYHYIO MHOOPMALMIO. 3/I0YMbILIEHHUKM  MOTYT  WCMO/b30BaTb  AarKe
MHOPMaLMIO O TOM, KaK Tbl M TBOW POAMUTENM NIAHMPYETE NMPOBECTU KAHUKY/IbI;

3. 3awmuan ceoto penyTaumio - 4epKu ee B YUUCTOTe M 3agaBait cebe Bonpoc: xoTen bbl Tbl, YTOObI
Apyrve nonb3oBaTeNnM BUAENW, YTO Tbl 3arpyaewb? Mogymai, npexae 4em 4YTO-TO Onyb6AMKOBATb,
HanucaTb U 3arpy3uTb;

4. Ecnv Tbl TOBOPULWb C NIIO4bMMW, KOTOPbIX HE 3Haellb, He MCMNOJb3yi CBOE peasibHoe UMS U
APYryIo IMYHYI0 MHGOPMALMN: UMA, MECTO KUTENbCTBA, MECTO y4ebbl U Npoyee;

5. Usberain pasmeuweHusa d¢oTorpaduit B MHTepHeTe, rae Tbl M306pakeH Ha MeCTHOCTW, Mo
KOTOPOI MOXHO ONpeaennTb TBOE MECTOMO/IOKEHUE;

6. I'IpM perncrpaummn B cou,maanoﬁ cetn HEO6XO,£I,I/IMO ncnonb3oBaTb C/AOXHbIE NaApPO/n,
cocroAawmne n3 6YKB n Ll,Md)p M C KOQIMYECTBOM 3HAKOB He meHee §;

7. Ona COLI,VIBI'IbHOﬁ CeTn, NoYTbl U ApPpYyrnx canTos HeO6XOAVIMO MCNOo/1b30BaTb pa3HblE NMapoan.
Torpa ecnmn Tebn B3/10MatoT, TO 3/1I0YMbIW/IEHHNUKN NOAYyYaT A0CTYN TOJZIbKO K O4HOMY MeCTy, a HE BO BCe

cpasy.



INEeKTPOHHbIe AeHbrn

INEeKTPOHHbIE IEHbIM - 3TO OYeHb YA0BHbIN cnocob naateskei, 04HAKO CYLLECTBYHOT MOLLEHHUKMN,
KOTOpPbIE XOTAT MOMYYNTb 3TU AEHbIU.

3ﬂEKTpOHHbIe AeHbrn noAasuanNCb coscem HeaaBHO U MMEHHO MW3-3a 3TON0O BO MHOTUX
rocygapcCraax A0 CUX MNOP He NPOMNMCaHO NPO HNUX B 3aKOHaX.

B Poccum Ke OHU OYHKUMOHMPYIOT M O HUX Y:Ke MPOMWCAHO B 3aKOHE, rae WX pasgensloT Ha
HECKO/IbKO BUAOB - aHOHMMHbIE U HE aHOHMMHbIE. PasHMULA B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX
paspellaeTca NpoBOgUTb onepauun 6e3 uaeHTMOMKauMM Nosb3oBaTens, a B HEAHOHMMHbIX
naeHTndMKauma nob3osBaTenn asaseTcs 06a3aTeNbHON.

TaKkKe cnefyeT pas3ninyaTb 3N1EKTPOHHble pUaTHble AeHbIM (pPaBHbl FOCYAapCTBEHHbIM BaaoTam) U
3N1EKTPOHHbIEe HedUaTHble AeHbrM (He paBHbI rOCYAapPCTBEHHbIM BailoTam).

OcHoBHble coBeTbl N0 6e30nacHoOin paboTe € 3NEKTPOHHbIMMU AEHbIAMM:

1. MpuBAXKM K cHeTy MOBUNBbHBIN TenedoH. ITo camblit yA0OHbIN 1 BbICTPbIA CNOCO6 BOCCTaHOBUTL
[ocTyn K cyety. MpuBs3aHHbIV TenedoH MOMOMXKET, eciiv 3abyaelb CBOW NAATEXHbIM Napoab WUAU
3ali4ellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yit ogHopasoBble Napoau. Mocae nepexoda Ha yCUIeHHyo aBTopusaumio Tebe yke He
6yAeT YrpoXKaTb ONaCcHOCTb KPaXkn MKW NepexsaTa NaaTexKHoro napons;

3. Bblbepn cnoxHblit naponb. MpecTynHUMKam OypeT He MNpPOCTO yragaTb CAOMXHbLIA Naposb.
HazexHble Nnaponu - 3To Napo/in, KOTopble coAepKaT He MeHee 8 3HAKOB U BKAKOYAOT B cebA CTpoUHble
M nponucHble OyKBbl, UMPPbI U HECKONIBKO CMMBOJIOB, TaKMe KaK 3HaK Jonnapa, oyHTa,
BOCKAMLIATE/IbHBIN 3HAK 1 T.n. Hanpumep, StROng!;;

4. He BBOAW CBOW /IMYHbIE JaHHbIE Ha CalTax, KOTOPbIM He A0BepseLb.
DNeKTpPoHHaA noyTta

3I'IEKT|:)OHHaﬂ no4yta - 3TO TeXHON0IrMA U npeanocrtaBAemMble €0 yCayrm no nepecbiike “
NONYy4YE€HUIKO 3NEKTPOHHbIX COO6LLI,€HMI>1, KOTOpble pacnpenenarTca B KOMI'IbPOTepHOI‘a cetn. O6blYHO
3I'IEKTpOHHbIl7I NOYTOBbIM AWUK BbITNAONT cheayrownm O6p330M: VIMFl_I'IOJ'IbBOBaTeﬂH@MMﬂ_AOMEHa.
TaKXKe Kpome nepesaym NPOCTOro TeKCTa, UMeeTcAa BO3MOXKHOCTb NepefasaTtb d)al\;l/'lbl.

OcHoBHble coBeTbl Mo 6e30nacHoi paboTe C 3/1eKTPOHHOM NOYTON:

1. Hapgo BbibpaTb NpaBWAbHbLIA MNOYTOBbLIN CepBUC. B MHTEepHeTe ecTb OrpOMHbIM BblIGOP
6ecnnaTHbIX MOYTOBbIX CEPBMCOB, OA4HAKO Nyylle A0BEpPATb TEM, KOTO 3HaeLlb W KTO NePBbI B PEUTUHTE;

2. He ykasbiBali B JIMYHOM MNouTe JMYHYO WHPopmaumio. Hanpumep, nydwe BbIGPaTb
"My3blKanbHbIi_paHat@" nnm "pok2013" emecto "temall";

3. Mcnonb3yin ABYyX3TanHyl aBTOpM3auMio. ITO KOraa NOMMMO Mapons Hy»HO BBOAWUTb KOA,
npucblinaembii no SMS;

4. Bblbepn CNOXKHbIM Naponb. [NA KaxAoro NoYTOBOro AWMKA A0MXEH 6biTb CBOW HaAEMKHbIN,
YCTOMYMBBLIM K B3/IOMY Napoib;

5. Ecnm ecTb BO3MOXHOCTb HanucaTb camomy CBOW IMYHbIN BONpOC, I/ICI'IOJ'Ib3yVI 3TY BO3MOXHOCTb;



6. Mcnonb3yit HECKO/IbKO MOYTOBLIX ALMKOB. MepBblii A418 YAaCTHOW Mepenncku C agpecatamu,
KOTOPbIM Tbl AOBepselb. JTO 3/7EKTPOHHbIM aApec He HaAo WMCNO/Ab30BaTb NPW PerucTpaumm Ha
dopymax u canTtax;

7. He oTKpblBait dpaiinbl U gpyrve BNOXKEHUA B MMCbMaX, SAXKe eCIM OHW NPULLAK OT TBOMX APY3EN.
Jlydlwe yTO4YHU Yy HUX, OTNPABAAAN K OHM Tebe 3Tn dannbl;

8. Mocne oKoH4YaHMA PaboTbl Ha NMOYTOBOM CEpBUCE Nepes 3aKpPbITUEM BKIAZAKW C CAaWTOM He
3abyab HaxaTb Ha "BeiTun".

KnbepbynnuHr unu BupTyanbHoe M3aeBatesibCTBo

KnbepbynnuHr - npecnefoBaHMe COOBLEHUAMM, COAEPNKAWMMU OCKOpPDB/IeHUn, arpeccuto,
3anyrmBaHue; Xy/IMraHCTBO; COLMaNbHOE BOMKOTUPOBAHME C MOMOLLLbIO PA3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnmHrom:

1. He 6pocaliica B 601. Jlyywimin cnocob: NOoCOBETOBATLCA KaK cebs BECTU U, €CU HET TOro, K Komy
MOHO 06paTUTbCA, TO BHayane YCMOKOWUTbCA. EcaM Tbl HayHewb OTBeYaTb OCKOPOGJAEHMAMM Ha
0CKOp6/1eHMA, TO TO/bKO elle 60/blie Pa3oXKKellb KOHPINKT,;

2. YnpaBnsan cBoel Knbeppenyrauue;

3. AHOHMMHOCTb B CETU MHWMASA. CyLLI,ECTByPOT cnocob6bl BbIACHUTb, KTO CTOUT 3@ aHOHWMMHbIM
dKKayHTOM;

4. He CTOMT BeCTM Xy/MFaHCKMI 06pa3 BUPTYaNbHOW MU3HWU. UHTEpHET ¢UKCMpyeT BCe TBOM
OENCTBUA U COXPaHAET UX. YAanuTb nx byaet KpaliHe 3aTpPyAHUTENbHO;

5. Cobtogait cBOIO BUPTYaAsIbHYLO YECTb CMOIOAY;

6. WrHopupyih eauHWuHbIM HeratuB. OpHOpa3oBble OCKOpbBWUTENbHble CoOobLeHUa aydlue
UrHopupoBaTb. O6bIYHO arpeccus NpeKpaLLaeTca Ha HayabHOM CTaauu;

7. baH arpeccopa. B nporpammax 0bmeHa MrHOBEHHbIMMU COO6U.I,EHMFIMVI, B COUMaNbHbIX CeTAX
€CTb BO3MOXHOCTb 6I'IOKVIpOBKVI OTnpaBKu COO6U.I,EHMI‘;1 conpeaeneHHbIX agpecos,

8. Ecamn Tbl cBMAeTeNb KubepbynnuHra. TBoM AeNCTBMA: BbICTYNUTb NPOTMB NpecieaoBaTens,
noKasaTb emy, YTO ero AeWCTBUSA OLEHWMBAIOTCA HEraTMBHO, MOAAEPNKATb MKEPTBY, KOTOPOW Hy’KHa
NCUX0A0rMYecKas MOMOLLb, COOBLMTL B3POC/IbiM O PpaKTe arpeccUBHOIO NOBEAEHMA B CETU.

MobunbHblii TenedpoH

CoBpemeHHble cMapTOHbI M MAaHWeETbl cogep:kaT B cebe BNosHe B3poc/bli PyHKLMOHAN, U
Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTaLMOHAPHbIMKW KoMnbioTepamu. OQHaAKo, CPeACcTB 3almTbl ANA
NoAo6HbIX YCTPOWCTB MOKa 04YeHb Mano. TecTMpoBaHME U NOUCK YA3BUMOCTEN B HUX MPOUCXOAMT He TaK
MHTEHCUBHO, Kak ana MK, To e camoe KacaeTca U MOBUIbHBIX NPUNONKEHWNN.

CoBpemeHHble MOBUIbHbIE Bpay3epbl yKe NPaKTUYECKM AOTHaAN HACTONbHble aHanorM, 04HaKo
pacwupeHne GpyHKLMOHaANA BeYeT 3a CO60i 60/bLUIYIO CIOKHOCTb M MEHbLLYIO 3aLWMLLEHHOCTD.

[Janeko He BCce npousBoguUTeENn BbIMYCKAKOT O6HOBI1€HMFI, 3aKpbiBalowmne KpUtnyeckume
YA3BUMOCTU 1A CBOUX yCTpOVICTB.

OcHOBHble coBeTbl AN 6e30nacHOCTN MOBUIbHOTO Teﬂed)OHa!



Huyero He snABndeTcs no-HactoAwemy 6ecnnaTHbim. Byab OCTOpOKeH, BeAb Koraa Tebe
npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KAKME-TO NAaTHbIE YCAYT;

Oymaii, npexae yem oTtnpasutb SMS, ¢oto nan Buaeo. Tbl TOYHO 3HaelWb, rae OoHW byayT B
KOHe4yHom utore?

HeobxoamMmo 06HOBAATL ONEepPaLMOHHY0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yii aHTUBUPYCHbIE NPOrpaMmmbl 418 MOBUIbHbIX TenepoHoB.;

He s3arpyXail NpUAOXKEHMA OT HEW3BECTHOrO WCTOYHWMKE, BeAb OHM MOFYT COAEpKaTb
BPeAoHOCHOE NporpammHoe obecnedeHue;

Mocne TOro Kak Tbl BblAelWwb C caliTa, rae BBOAM NMYHYIO MHPOpMaUMIO, 3alMaM B HACTPOMKMK
6pay3sepa u yaanu cookies;

Meproanyeckn Nposepan, Kakue naaTHble YCIyrM akTMBMPOBaHbI HA TBOEM HOMEpE;

ﬂ,aBaﬁ cBOWM HOmMep MOBUNbHOrO TenecbOHa TONIbKO NHOAAM, KOTOPbIX Tbl 3Haewb U KOMY
AoBepAellb;

Bluetooth ponxeH 6biTb BbIKAOYEH, KOrda Tbl UM He nonb3yewbca. He 3abbiBait MHorga
npoBepATb 3TO.

Online urpbl

CoBpeMeHHble OHMANH-UIPbl - 3TO KPacoyHble, 3axBaTbiBatloWMe pasBievyeHus, obbeanHaoLlme
COTHM TbICAY Ye/I0BEK NO BceMy MUpy. Urpokun nccnegytot AaHHbIA UM MUp, obiatoTca Apyr C APYrom,
BbINOJIHAIOT 33aJaHWA, CParkaloTCA C MOHCTPAMM M NOJYYaloT OMbIT. 33 YAO0BO/ILCTBME OHM MIATAT:
MOKyNatoT AWUCK, ONIaYMBalOT abOHEMEHT WK NPUOBPETAIOT KaKMe-To ONLUN.

Bce 3TV cpeacTBa MAYT Ha MoALep)KaHuWe W pasBUTME WUrpbl, a TaKKe Ha camy 6e30nacHoCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMM, BbIMYCKAlOTCA HOBble NatuM (undpoBble 3annaTku oA
nporpammy), 3aKpblBalOTCA YASBUMOCTU CEPBEPOB.

B I'IOLI,O6HbIX nrpax CToUT onacaTbCA HE CTOJIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXwu TBOEro
naponaAa, Ha KOTOPOM OCHOBaHa CUCTEMaA aBTOPU3aL KN 60NbLINHCTBA urp.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOEFO UrpoOBOro akKayHTa:

1. Ecan apyroit urpok Beget ceba nnoxo unum cosgaet Tebe HenpuATHOCTM, 3aBNOKUPYI ero B
CMUCKE UTPOKOB;

2. I'Iomanyﬁcn AMUHUCTPATOPaM WUTrpbl Ha MNJa0Xoe noBegeHme 3TOro UrpokKa, »enatesibHo
NPUNOXKUTb KaKNE-TO A0Ka3aTeNbCTBa B BUAe CKPUHOB;

3. He yKasbIBai ANMYHYO0 MHPOPMaLmMio B npodaiiie urpbl;
4. YBaali Apyrmx y4aCcTHMKOB MO Urpe;

5. He ycTaHaBAmBal HeoduLmanbHble NaTYM U MOAbI;

6. Micnonb3yi cnoXKHble U pa3Hble Napoau;

7. Jaxe BO Bpems Wrpbl He CTOWUT OTKAOYaTb aHTMBMPYC. MOKa Tbl Urpaellb, TBOM KOMMbOTEP
MOryT 3apasuTb.



DULWIKHT nan KpaXa JIMYHbIX AdHHbIX

OO6blYHOM Kparkelt AeHer M JOKYMEHTOB CEroAHA y)Ke HWKOro He yAuBWULIb, HO C pa3BUTUEM
WHTEPHET-TEXHONOTMA 3/I0YMbILUNEHHUKU NEepPemMecTUINCb B UHTEPHET, U NPOAO0/IXKAKT 3aHMMATbCA
"nobumbim" genom.

Tak nosBuiacb HOBAA yrposa: MHTEPHET-MOLIEHHUYECTBa UM GULLIMHT, TNaBHasA Lelb KOTOPOro
COCTOUT B MNOJYY4EHUN KOHPUAEHUMANbHbIX [aHHbIX MOJib30BaTesnell - JIOTMHOB M naponei. Ha
aHrMMcKom asbike phishing untaetca Kak ouwumHr (ot fishing - pbibHasa nosaa, password - naponb).

OcHoBHble coBeTbl Mo bopbbe ¢ PULINHIOM:

1. Chean 3a cBOoMM akKayHTOM. Ecam Tbl nogo3peBaellb, YTO TBOA aHKeTa bblia B3/fomMaHa, TO
HeobxoaMmo 3a610KNMPOBaATL ee U COObLLNTL aAMUHUCTPATOPAM pecypca 06 3TOM Kak MOXKHO CKOpee;

2. Ucnonb3yii besonacHble Beb-caliTbl, B TOM YNC/1E, UHTEPHET-MarasuHoOB 1 MOUCKOBbIX CUCTEM;

3. WUcnonb3yih CNOXHble W pasHble napoaun. Takmm obpasom, ecan TebAa B3NOMAKT, TO
3/10YMbILWNEHHWUKN NOAYYaT AOCTYN TO/IbKO K 04HOMY TBOEMY NMPODUI0 B CETH, @ HE KO BCEM;

4. Ecnu Tebs B3/10Manun, TO H606XOAMMO npeaynpeantb BCEX CBOWUX 3HAKOMbIX, KOTOpblE
A06aBHEHbI Yy Tebs B Apy3bAx, O TOM, 4YTO Tebs B31OManu N, BO3SMOXXHO, OT TBOEN0 MMEHU 6yLI,ET
paccbizIaTbCA CNaM U CCbIIKU Ha d)MLLIMHI'OBbIe canTbl;

5. YcTaHoBM HageKHbIM naposb (PIN) Ha MobUNbHBIN Tenedon;
6. OTK/IIOYM COXpaHeHWe Napona B bpaysepe;

7. He oTKkpbiBait daiinibl U gpyrve BNOXKEHUA B MMCbMaX, SAXKe eC/IM OHW NPULLAK OT TBOUX ApY3eil.
Jlydwe yTOUYHW Y HUX, OTPABAAAN NN OHU Tebe 3Tu dalinbl.

LUudposana penyraums

Undposan penytauma - 3TO HeratMBHas MAM NO3UTMBHas uHopmauma B ceTm o Tebe.
KomnpomeTupytowana uHGOpMaumMsa, pasmelleHHas B MHTEpHETe, MOXET Cepbe3HbiM 06pasom
OTpa3uTbCA Ha TBOel peanbHOW Xu3HW. "Uudposas penyTtauma" - 3To TBOM MMWUAXK, KOTOpPbIA
dbopmupyetca n3 uHpopmaunum o Tebe B UHTEPHETE.

TBOE MeCTO XWUTenbCTBa, yLIE6bI, TBOE d)VIHaHCOBOE nonoxeHue, ocobeHHOCTH XapaKTepa u“
pacckasbl O 61M3KMX - BCE 3TO HAKAN/IMBAETCA B CETU.

MHorve nogpoCTKM NIETKOMBICIEHHO OTHOCATCA K Ny6/AMKauMm AudHoi uHdopmaumm B
WHTepHeTe, HE MOHMMAs BO3MOXKHbIX MOC/AeACTBUIN. Tbl Aa)Ke HE CMOXKelWb A0rajatbCs O TOM, YTO
¢doTorpadus, pasmeLleHHan 5 neT Hasag, cTana NPUYNHOM OTKA3a NPUHATL TebA Ha paboTy.

KommeHTapuu, pasmelieHne TBoux poTtorpaduiti U apyrme AeNCTBMA MOTYT HE UCYE3HYTb AaxKe
nocae TOro, Kak Tbl UX yAanulb. Tbl HE 3HaElWb, KTO COXpaHMA 3Ty MHbOPMALMIO, Nonasa M OHa B
MOWCKOBbIE CUCTEMBI M COXPaHWNACb NN OHA, a FNaBHOE: YTO NOoAYMaloT O Tebe OKpyKalolme Naun,
KOTOpble HalAayT 1 yBUAAT 3T0. HaliTM MHPOPMALMIO MHOTO /IET CRYCTA CMOXKET Nt060W - Kak U3 gob6pbIX
nobyXaeHui, Tak U C HAMepPEHMEM MPUYUHUTL Bped. ITO MOKET BbITb KTO YrogHO.

OcHOBHble COBETbI MO 3aWmTe UMPPOBOI penyTaLuu:

1. Noaymaii, npexkae yem 4YTo-To Nyb6/AMKOBATL M NepeaaBaTb y cebsa B 610re nan B coumanbHom
ceTu;



2. B HacTpoiikax npo¢una ycTaHOBM OrpaHWYEeHUs Ha MPOCMOTP TBoero npoduaa M ero
COAEPKMMOro, caenai ero To/bko "ana apysei”;

3. He pasmewan n He yKasbiBalh MHPOPMALMIO, KOTOPAa MOXKET KOro-imbo ocKkopbaaTb wman
obuxarb.

ABTOpCKOE nNpaso

COBpEMEHHbIe WKOJIbHUKWN - aKTUBHbIE NOJ/1b30BaTENIN LI,VI(I)pOBOI'O NPOCTPaHCTBA. OAaHako ganeko
He BCE€ 3HaloT, YTO NOJZIb30OBAHNE MHOTMMUN BO3MOXHOCTAMMU LI,VI(I)pOBOI'O Mupa Tpe6yeT CO6I'HO,£I,€HM$1
npaB Ha UHTENNNIEKTYA/IbHYIO COBCTBEHHOCTb.

TepMMH IIl/lHTEI’U’IEKT\/aJ'IbHaﬂ COBCTBEHHOCTL" OTHOCUTCA K Pa3/IM4HbIM TBOPEHUAM YenoBeyeCKoro
YMa, Ha4nHaA C HOBbIX M306DETGHMD’1 1 3HAKOB, O603Ha‘-IaIOLLI,MX COBCTBEHHOCTb Ha NPOAYKTbI U yCNyru, n
3aKaH4YMBaA KHUramm, d)OTOI'pa(I)VIﬂMVI, KMHO(bMﬂbMaMVI M My3blKa/ibHbIMU NpoOnU3BeaEHNAMN.

ABTOPCKMe MpaBa - 3TO NpaBa Ha MHTEANEKTyaNnbHY COBCTBEHHOCTb Ha MPOM3BEAEHUA HayKu,
nmTepatypbl M MCKyccTBa. ABTOpPCKME Mpasa BbLICTYMAlOT B KayecTBe rapaHTMM TOro, 4TO
WHTEN/IeKTYaIbHbIN/TBOPYECKMIA Tpya, aBTopa He OyaeT HampacHbiM, AacT emy cnpaseasivBble
BO3MOHOCTM 3apaboTaTb Ha pesy/ibTaTax CBOEro TPyAa, NOAyYUTb U3BECTHOCTb W MpU3HaHue. HUKTO
6e3 paspelleHNa aBTopa He MOMKET BOCMPOU3BOAUTb €ro Mpou3BedeHue, PacnpocTpaHaTb, ny6aAnYHO
AeMOHCTPUpPOBaTb, NpoAaBaTb, WMMNOPTUPOBATb, MyCKaTb B NPOKaT, MNyB/AMYHO  WUCMOHATD,
MOKasblBaTb/UCMOAHATL B 3dUpPe NaM pasmeLllatb B MHTepHeTe.

Ucnonb3oBaHue “I'IMpaTCKOI'OH nporpammHoro obecneyeHns MoXKeT npmneectn K MHOTUM PUCKaM:
OT NOoTepU QAdaHHbLIX K TBOMM aKKayHTam 40 6J'IOKMpOBKM TBOEro yCTpOVICTBa, roe ycCraHOB/EHaA
HenerasbHaAa nporpamma. He cTtouT Takxe 336bIBaTb, YTO CyWecCTBYHOT /ierajibHble U b6ecnnaTHble
nporpammsbl, KOTOpPpbleé MOXXHO HalTWU B CETU.

O noprtane

CeTeBUYOK.pd - TBOM FNABHbIN COBETYMK B CETU. 34ECh Thbl MOXKELLb Y3HaTb 0 6€30MacHOCTM B CETU
NOHATHbIM U AOCTYNHbIM A3bIKOM, a NPU BO3HUKHOBEHUU KpMTMHeCKOVI CUTyaumnm O6paTVITbCF| 3a
COBETOM. A TaKKe MPUHATb y4acTUe B KOHKYpPCax U CTaTb CaMbiM LLMPPOBLIM FpaxKaaHUHOM!

MpunoxkeHune N 3
NAMATKA oNA POOUTENENA Ob UHOOPMALIMOHHOW BE3ONACHOCTU LETEN

OnpeaeneHne TepmmHa "MHbOpPMaLUMOHHas besonacHocTb AeTen" copepkutca B GeaepanbHoOm
3akoHe N 436-93 "O 3awuTte geter oT MHGOPMaLUKN, MPUYNHAIOLLEN Bped UX 340P0BbIO U pa3BuUTmio”,
PEryNMPYIOLMM OTHOLLEHWA, CBA3AHHbIE C 3aLLUMTON AeTel OT MHPOPMALUKN, NPUYMHAIOWEN Bpes UX
3/10p0OBbi0 M (MK) pas3BuTUIO. CornacHo AaHHOMY 3aKOHY "MHbopMaLMoHHaa 6e3onacHocTb aetei" -
3TO COCTOSIHME 3alUMLWEHHOCTU, MPU KOTOPOM OTCYTCTBYET PMCK, CBA3AHHbIA C MPUYUHEHMEM
MHbOpMaumel Bpeaa Ux 340p0Bbto U (M) PU3NYECKOMY, MCUXUYECKOMY, AYXOBHOMY, HPAaBCTBEHHOMY
pasBuUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-D3 nHbopmaumeint, NpuUnHAIOLWEN Bpes 340Pp0Bbio U (1K)
PasBUTUIO JeTei, ABNSAETCA:

1. nHdopmaums, 3anpeLleHHan ANA PacnpoCTpPaHeHUs cpean aeTen;
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2. uvHObOpMaLMA, pacnpocTpaHeHWe KOTOPOW OrpaHWYeHO cpeau AeTell  onpeaesieHHbIX
BO3PAaCTHbIX KaTeropui.

3. K uHpopmauum, 3anpeLLeHHoM ana pacnpocTpaHeHmna cpeam aetein, oTHOCUTCA:

4. vHdopmaumsa, nobyxkaaowas AeTeir K coBeplleHUto AeNCTBMN, NpeacTaBAAIOWMX YIPo3y UX
KU3HU U (Mn) 300p0OBbIO, B T.U. NPUUYNHEHUIO Bpeaa CBOeMY 340P0Bbto, CamMoybunCTBY;

5. cnocobHOCTb BbI3BaTb Yy ,CI,ETEﬁ KenaHue yﬂOTpe6MTb HapKOTUYeCKMNE Cpeacrtea, NCUXOTPONMHbIE
n (VII'IM) oaypmaHuBakouwme Bewectsa, TabauyHble n3agenna, ankorosbHyto wm cnunptocoaeprKallyto
npoAyKLUIO, NNBO U HANMUTKN, U3rOTaB/IMBaeEMblE HA €ro OCHOBE; MPUHATb y4aCTUE B a3aPTHbIX UTrpax,
3aHUMATbCA ﬂpOCTMTyLI,VIel\/‘I, 6p0,ﬂ,ﬂ)KHMLi6CTBOM nnun ﬂOﬂpOWaﬁHMHECTBOM;

6. 060CHOBbIBaOWAA WM ONpPaBAbIBaOWAA AOMNYCTUMOCTb HacUAMA U (MK) KeCTOKOCTM Anbo
nobyxaatoLLan oCcyLecTBAATb HACUNbCTBEHHbIE AENUCTBUA MO OTHOLLIEHMUIO K IIOAAM U XKUBOTHbIM;

7. oTpuUatoLLas ceMeNHbIE LEHHOCTU U GOPMUPYIOLLAA HeYBaXKEHUE K POaUTENAM U (MNK) ApYyrvm
YsieHam cemMby;

8. onpaeapblBaoLLan NPOTUBOMNPABHOE NOBEAEHME;
9. coaeprKalasn HeleH3ypHyo bpaHb;
10. coaep:kawan MHPopmaumio NopHorpadpuUecKkoro xapakrepa.

K nHdopmaumm, pacnpoctpaHeHne KOTOPOW orpaHMYeHo cpean AeTei onpeaeneHHoro Bospacra,
OTHOCMTCA:

1. nHpopmaumsa, npeacTaBaseMas B BUAE M306paXKeHMA MU ONUCAHNA KeCTOKOCTU, GU3NYECKOTO
1 (UAKN) NCUXMYECKOTO HAaCUAMA, NPECTYNNEHNA UM MHOTO AHTUOOLLLECTBEHHOTO AENCTBUS;

2. Bbi3blBalOWAA Y AETEMN CTPaXx, Y¥Kac UAM NaHWUKY, B T.4. NpeacTaBasemas B Buae M3obparkeHus
WM OMUCaHUA B YHWUKAIOLLEM YenoBeyeckoe [OCTOMHCTBO ¢opme HeHaCUAbCTBEHHOM CMepTw,
3aboneBaHMA, CamoybminCTBa, HECYACTHOrO C/1yYas, aBapumn UAKU KaTacTpodbl U (Man) X NnocneacTsumii;

3. npeacTaBasemasn B BUAE M306parKeHUA UAM ONUCAHUA NOJIOBbIX OTHOLUEHUIA MEXAY MYMKUYMHOM
N KEHLMHOW;

4. cofeprKalan 6paHHble CN0BaA M BbIPAXKEHMWS, HE OTHOCALLMECA K HeLeH3ypHo BpaHu.

C yyetom 3TOro Bam npepgnaratotca npasuna pabotbl B cetM WHTepHeT Ana pasinyHbIX
BO3PACTHbIX KaTeropuii, cobatoaeHne KoTopbix N03BoANUT obecneunTb MHPOPMaLMOHHYIO 6e3onacHoCcTb
BalLMX AeTen.

O6wue npasuna ana pogurenei

1. Hesasucumo oT BO3pacTa pE6EHKa MCHOﬂb3yﬁTe nporpammHoe o6ecnequme, nomoratouiee
d)MJ'IprOBaTb N KOHTPO/ZIMPOBATb MHd)OpMaLI,MIO, HO He noJsiaralTecb NOMHOCTbIO Ha Hero. Bawe
BHMUMaAHUE K p66EHKy - F1aBHbIM METOoL 3aLllunThbl.

2. Ecnn Baw pebeHOK MmeeT aKKayHT Ha O4HOM W3 couManbHbiX cepBucoB (Livelournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHMMaTENbHO U3y4YMTE, KaKyld WMHPOPMALMIO NOMELLAIOT €ero
YYACTHMKM B CBOUX Npodunsx n 6aorax, Bkatoyasa ¢otorpadun n sBuaeo.

3. MNpoBepbTe, C KakKMMK APYrMMW CaliTamu CBA3aH COUManbHbIM cepBuc Bawero pebeHka.
CTpaHMukM Bawero pebeHka MoryT 6biTb 6€30MacHbIMKM, HO MOTYT M COAEPaTb CCbUIKM Ha
HexkenaTe/lbHble M OnacHble caiTbl (Hanpumep, MOPHOCAWT, UAWU CalT, HAa KOTOPOM APYr ynoMWHaeTt



Homep coToBoro TenedoHa Bawero pebeHka nau Baw gomalHuit agpec)

4. NoouwpanTe Bawmnx aeteit coobliate 060 BCeM CTPAaHHOM WKW OTTA/IKUBAIOLLEM U HE CAANLLIKOM
OCTPO pearunpyiTe, KOraa oHM 3TO AenatoT (M3-3a onaceHua NoTepATb AOCTyn K UHTepHeTy aetu He
roBOPAT POAUTENAM O NPOoBAEMaX, a TaKKe MOryT HauyaTb UCMO0/1b30BaTb MHTEPHET BHE AOMa U LLKOAbI).

5. byabTe B Kypce ceTeBOl XU3HM Bawero pebeHka. UHTepecyiTech, KTO UX Apy3bsa B UHTepHeT
TaK e, KaK MHTepecyeTech peanbHbIMU APY3bAMM.

Bospacr ot 7 go 8 ner

B NHTepHeTe pebeHoK cTapaeTca NOCETUTb Te UAKN UHbIe CaiTbl, @ BO3SMOXHO M YaTbl, pa3pelieHune
Ha nocelieHne KOTOPbIX OH He Noay4un 6bl OoT poguTeneit. MoaTomy poauTenam ocobeHHO noJsiesHbl
6yayT Te OT4YeTbl, KOTOpble MNPeAOCTaBAATCA NPoOrpaMmamu MO OrpaHWYeHUo UCNOJIb30BaHUA
NHTepHeTa, T.e. POAUTENbCKUIA KOHTPONb UKW TO, YTO Bbl CMOMKETe YBUAETb BO BpeMeHHbIX ¢aitnax. B
pe3synbTate, y pebeHKa He ByaeT OLLYLIEHWA, YTO 33 HUM BeAeTCA MOCTOAHHbIA KOHTPO/b, OAHAKO,
poauTenn 6yayT no-npexHemy 3HaTb, Kakue caiTbl nocelaer mx pebeHoK. [etn B AaHHOM Bo3pacTte
06/1a4a10T CUNbHbIM YYBCTBOM CEMbW, OHW AOBEPYMBbLI M HE COMHEBalOTCA B aBToputeTax. OHU no6AT
UrpaTb B CETEBbIE UrPbl U NyTELIECTBOBaTb N0 MHTEPHETY, UCMO/Ib3YA 3/EKTPOHHYIO NOYTY, 3aX0ANUTb Ha
CalTbl M YaTbl, HE PEKOMEHA0BaHHbIE POAUTENAMM.

CoBeTbl No 6e3onacHocT B ceTn NIHTepHeT ana aeteit 7 - 8 net

1. Co3pavite CNMCOK AOMALLHMX NpaBua noceweHna MHTepHeTa npu y4actum aeten u Tpebyite
€ro BbIMOJIHEHUS.

2. TpebyiiTe oT Bawero pebeHKa cobnogeHMsa BPEMEHHbIX HOPM HAaXOXAEHUA 3@ KOMMNbIOTEPOM.
MoKaxuTe pebeHKy, YTo Bbl HabalogaeTe 3a HAM He NMOTOMy 4To Bam 3TO Xo4eTcs, a NOTOMy YTO Bbl
6ecnokonTech 0 ero 6€30nNacHOCTM 1 Bceraa rotosbl emy NOMOUYb.

3. KomnbioTep ¢ nogkntouyeHnem K MHTEpHETy AO/MKeH HaxoAwTbcs B 0bLiet KomHaTe nog
NPUCMOTPOM poauTeNEN.

4. cnonb3yiTe cneumasnbHble AeTCKME MOMCKOBbIE MalUUHbI.

5. WcnonbsyiiTe cpeactBa 6A0KMPOBAHUA HEXKENATeNbHOr0 KOHTEHTA KaK AOnoJiHeHue K
CTaHAAPTHOMY PoaUTENbCKOMY KOHTPOIO.

6. Co3paitTe ceMeiHbll 3N1EeKTPOHHbIA AWMK, YTOBbl He MO3BO/IUTL AETAM MMETb COBCTBEHHbIe
aapeca.

7. EﬂOKMpyVITe Aoctyn K cantam c 6ecnnaTtHbIMX MOYTOBbIMM AWNMKaMn C NOMOLbIO
COOTBETCTBYHOLLEINO NPOrpaMmHOro obecneyeHus.

8. Mpuyunte geTelt coBeToBaTbCA C Bamu nepep onybankoBaHMem Kakon-nnbo mHdopmaumm
CPeACTBaMM 3NEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBIX GOPM M Npoduiei.

9. HayuuTe aeteit He 3arpy»aTb $aiinbl, NPOrpammbl AN My3biKy 6€3 Ballero cornacms.
10. He paspeLlualiTe AeTAM MCNONb30BaTb CYXKObl MTHOBEHHOTO 06MeHa COOBLLLEHNAMM.

11. B "6enbiit" cnncok cantos, pa3pelleHHbIX A8 NOCELEeHNA, BHOCUTE TO/IbKO CaliTbl C XOpoLUei
penyTauue.

12. He 3abbiBaiiTe becegoBatb ¢ AeTbMU 06 MX Apy3bsx B MIHTepHeTe, Kak ecan 6bl peyb Waa o
APY3bsX B peasibHOM KU3HM.



13. He genanTte "Taby" M3 BOMPOCOB MOJIOBOM KWU3HW, TaK Kak B MHTepHeTe geTu MoryT nerko
HATKHYTbCA Ha NopHorpaduio nam caitol "ana s3pocabix”.

14. MpwuyunTte Bawero pebeHKka coobwatb Bam O AOObIX Yrpo3ax MAM TPEBOrax, CBA3AHHbIX C
NHTepHeToMm. OcTaBaiTecb CNOKOMHbIMM M HAaNOMHUTE AETAM, YTO OHW B 6e30MacHOCTM, ecam camu
pacckasanM Bam O CBOMX TpeBorax. [loxBanute MX M MNOCOBETYyWTe MOAONTU elwe pas B NOAOOHbIX
cayyasx.

Bo3pacr geTeii ot 9 Ao 12 ner

B gaHHOM BO3pacTe AeTU, KaK npaBuao, yxe Hac/bllwaHbl O TOM, KaKaA VIH(I)OpMaLI,MFI cywecrsyer
B MHTepHETe. COBepLLIeHHO HOPMaA/JZibHO, YTO OHU XOTAT 3TO YBUAETb, NPOYECTb, YC/bIlWaATb. an 3TOM
HYXHO NOMHWUTb, 4YTO AO0CTYyNn K HEXenate/ibHbiIM matepuranam MOXKHO Nerko 3a6J'IOKMpOBaTb npu
nomoLwm cpencre Pogutenbckoro KOHTpOAA.

CoBeTbl No 6e3onacHocTn ana aeteit ot 9 go 12 net

1. Co3gaiiTe CNMCOK AOMALLIHMX NPaBUA noceweHna MHTEpHET Npu yyacTum aeten u Tpebyiite ero
BbIMNO/IHEHUSA.

2. TpebyiTe oT Bawero pebeHKa cobatogeHMUA HOPM HAXOXKAEHNS 38 KOMMbIOTEPOM.

3. Habntopalite 3a pebeHKOM npu paboTe 3a KOMNbIOTEPOM, NOKAKUTE emy, 4TO Bbl becnokoutecob
0 ero 6e30MacHOCTM 1 BCErAa roToBbl OKa3aTb MY NOMOLLb.

4. KomnbloTep ¢ nogxatodeHnem B VHTepHeT A0/KeH HaxoAuTbcA B 06lleit KomHaTe nog,
NPUCMOTPOM poauTenen.

5. Wcnonb3yiite cpeactBa 610KMPOBAHWA HEKENATENbHOTO KOHTEHTA KaK [OOMOJHEHMe K
CTaHAapTHOMY PoauTeNnbCKoOMY KOHTPOIIO.

6. He 3abbiBalTe nNpuMHMMaTb HENOCPeACTBEHHOE y4vacTMe B KM3HM pebeHka, becepoBaTtb C
AeTbmu 06 ux apy3bax B IHTepHeTe.

7. HactauBaiiTe, 4to6bl AE€TW HUKOrAA He COrMalannCb Ha /INMYHble BCTPEYM C APY3bAMM MO
MHTepHeTy.

8. MNo3BoNANTe AeTAM 3aX04UTb TONIbKO Ha CaiTbl U3 "6enoro" cnucka, KOTopblid co3gaiite BMecTe
C HUMMU.

9. MNpuyunTe peTeil HMKOr4a He BbIAABATb JIMYHYO WHGOPMALMIO CPeacTBaMU 3SEKTPOHHOM
MoyTbl, 4YaToB, CUCTEM MIHOBEHHOrO OOMeHa COObLWEeHUAMKN, PErucTPaLMOoHHbIX GOPM, SIUYHBIX
npodunein n Npu perncTpaumm Ha KoHKypcobl B IHTepHeTe.

10. Mpuyunte aeTei He 3arpy:Katb Nporpammbl 6e3 Bawero paspeweHuns. O6bACHUTE UM, YTO OHU
MOFYT Cy4aiiHO 3arpy3unTb BUPYCbl AN APYrOe HeKenaTeNbHoe nporpaMmmHoe obecnedeHue.

11. CosgaitTe Bawemy pebeHKy orpaHMYeHHYIo yY4eTHY0 3anunch Ana paboTbl Ha KOMNblOTepe.

12. MpuyumTe Bawero pebeHka cooblwatb Bam 0 06bIX Yyrpo3ax MW TPeBOrax, CBA3aHHbLIX C
WHTepHeTOM. HamnomHute fetam, 4To OHWM B 6€30MacHOCTW, €CAM CamMM PaccKasaauM Bam O CBOWX
TpeBOrax v onaceHusx.

13. Pacckaxkute getam o nopHorpadum B MHTepHeTe.

14. HactamBaiTte Ha TOM, 4yTOObI AEeTN Npeaoctasnann Bam A0CTyNn K cBoel 3I'IeKTp0HHOl‘/JI noyre,



4yTOobbI Bbl YOEAMANCH, YTO OHM HE 06LWATCA C HE3HAKOMLUAMMW.

15. ObbAcCHMTE AeTAM, 4YTO He/lb3s MCNOMb30BaTb CETb ANA XY/IMFAHCTBA, PacnpOCTpaHeHus
cnjieTeH Uan yrpos.

Bo3pacr geteit ot 13 ao 17 ner

B 3TomM BO3pacte MOAPOCTKM aKTUBHO MCMONb3YIOT MOWMCKOBblE MallMHbI, MOJ/b3YIOTCA
3/1eKTPOHHOW NOYTOW, CNYK6AMN MTHOBEHHOTO 06MeHa COOBLLEHNAMM, CKAUMBAIOT MY3bIKY U GUIbMBI.
ManbyMkam B 3TOM Bo3pacTe 6o/iblie NO HpPaBy CMeTaTb BCE OrPaHUYEHWA, OHW XKaxkayT rpyboro
IOMOPa, a3aPTHbIX UIP, KAPTUHOK "ans B3pocabix'. [eBoYKM NpeanounTatoT obwaTbca B YaTax, Npyu 3ToM
OHM ropasao 6o/ee YyBCTBMTE/bHBI K CEKCYasIbHbIM JOMOraTe/IbcTBamM B MIHTepHeTe.

3auacTyio B 4aHHOM BO3pacTe POAUTENAM Y¥Ke BeCbMa C/IOXKHO KOHTPOMPOBaTb CBOUX AeTel, Tak
Kak 06 WMHTepHeTe OHW y}Ke 3HalT 3HauuTenbHO 6osblle CBOWMX poauTeneit. Tem He MeHee, He
oTnyckante paeTeii B "cBobogHoe nnaBaHWe" no WMHTepHety. CrapaitTecb aKTMBHO y4acTBoBaTb B
obuweHnn pebeHka B UHTepHeTe.

BaykHO no-npeskHemy cTporo cobntogatb npasuna MHTepHET-6€30MacHOCTM - COrlalleHne meKay
poautenamm un aetbMu. Kpome Toro, HeobxoAMMO KaK MOXKHO 4Yalle NpPOoCMaTpuBaTb OTYETbl O
aeAtenbHocTn aeteli B UHTepHete. CneayeT o6paTuTb BHMMaHME Ha HeobXOAMMOCTb CoAeprKaHuA
poauTeNbCKMX Maponei (naposieir aaMUHUCTPATOPOB) B CTPOrOM CeKpeTe U 0bpaTuTb BHUMaHWE Ha
CTPOroCTb 3TUX Naposiei.

CoBeTbl No 6e30MacHOCTM B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3gaiiTe CNMCOK AOMALWHMX NpPaBuA noceleHna MHTepHeTa NpM ydyacTuM NOLPOCTKOB U
TpebyiTe 6e3ycnoBHOro ero BbiNosHeHWUA. ObroBopute ¢ pebeHKOM CMWMCOK 3anpelleHHbIX CaiToB
("yepHbIit cnncok"), yackl paboTbl B UHTEpHETE, PYKOBOACTBO NO 06LLEHMIO B MHTEpPHETE (B TOM YMC/Ee B
yaTax).

2. KomnbloTep ¢ noaKkntoyeHnem K cet MHTepHeT A0/IKeH HaxoAnTbCA B O6LLI,€V1 KOMHarTe.

3. He 3abbiBaliTe 6ecegoBatbh ¢ AeTbMU 06 MUX Apy3bsAx B MIHTEpPHETe, O TOM, YeM OHU 3aHATHI
Takum obpasom, ByATO peyb MAET O APY3bAX B peanbHOM KM3HW. CnpalunBaiiTe o NogsaxX, C KOTOPbIMU
OEeTM 06LWatoTca NOCPeACcTBOM CYKO MrHOBEHHOro o6meHa coobuieHnamu, YTobbl yoeamTbes, YTo 3TH
NOAN UM 3HAKOMBbI.

4, V|CI'IOI'Ib3VVIT€ cpeactea 6}'IOKMp0BaHMFI HeXenaTe/IbHOro KOHTEeHTa KaK AonoJIHeHUueE K
CTaHZapTHoOMy PoanTenbCKoMy KOHTPOIO.

5. HEO6XOAVIMO 3HATb, KaKMMM YaTamm NoAb3ylTcA Bawwn petwn. I'Ioom,meTe ncnonb3oBaHme
Mmoaepupyembix 4aTtos U HaCTaMBaﬁTe, YTOObI AEeTN He O6I.Ll,a}'ll/ICb B MPUBATHOM peEXUME.

6. HacramBalite Ha TOoMm, 4YTOObI AETU HWMKOrAA He BCTPEYASIUCb JIMYHO C APY3bAMM U3 CETU
MHTepHeT.

7. Npuyunte fetei He BblGABATb CBOIO IMYHYHO MHOOPMALMIO CPEACTBAMM 3/IEKTPOHHOM MOYTbI,
YaToB, CUCTEM MFHOBEHHOrO 06MeHa CooBLLEHUAMM, PEFUCTPALMOHHBLIX GOPM, ANYHbLIX MpodUIeit U Npu
perncTpaumnmn Ha KoHKypcbl B MIHTepHeTe.

8. MpuyunTe aeTeit He 3arpy*Katb nporpammbl 6e3 Bawero paspeweHna. O6GbACHUTE UM, YTO OHM
MOFYT C/ly4aiiHO 3arpy3unTb BUPYCbl AN APYrOe HeXKenaTeibHoe NporpammHoe obecnedeHue.

9. Mpuyunte Balwero pebeHKa coobuwatb Bam O NOBbIX yrpo3ax MAM TPeBorax, CBA3aHHbIX C
NHTepHeTOM. HanomHuWTe AeTAM, YTO OHM B 6@30NacHOCTM, eC/IM CaMM PacCcKasaim Bam, O CBOMX yrpo3ax



nnu Tpesorax. MoxsaauTe Ux U NOCOBETYNTE NOAOWTH elle pa3 B NoA06HbIX CaydasX.

10. PacckaxuTte petam o nopHorpadmm B UHTepHeTe. MMomorute MM 3alUTUTLCA OT Cnama.
Hayuute noapocTKkoB He BblAaBaTb B IHTEpHeETe CBOEro peasibHOro 3/IeKTPOHHOro ajpeca, He OTBeYaTb
Ha HeXenaTesbHble NMCbMA M MUCNOAb30BaTb CNeLMabHble NOYTOBbIE GUNBLTPDI.

11. MpuyunTe ceba 3HAKOMUTLCS C CaiTaMM, KOTOPble NOCELLAOT NOAPOCTKM.

12. Hayuute geTelt yBaxkaTb APYrnX B UHTepHeTe. YbeamTech, YTO OHWM 3HAIOT O TOM, YTO NPaBMAa
XOPOLEero NoBeseHNn AeUCTBYIOT BE34eE - AaXKe B BUPTYa/IbHOM MUpe.

13. O6bACHUTE [ETAM, YTO HW B KOEM C/y4vae Henb3s Ucnonb3oBaTb CeTb ANs XY/AWUFaHCTBA,
pacnpoCcTpaHeHuUa CNAETEH UAN YIPO3 APYIMM NHOLAAM.

14. Obcyante C noapoCTKamMu NpobaemMbl CeTeBbIX a3apTHbIX UIMP M UX BO3MOXKHbIA PUCK.
HanomHuTe, YTO AETU HE MOTYT UTPaTb B 3TU UTPbl COTN1aCHO 3aKOHY.

MOCTOSSHHO KOHTPO/INMPYWTE Ucnosib3oBaHne MHTepHeTa Bawmm pebeHkom! ITo He HapylieHue
€ro JIMYHOro MNPOCTPaHCTBA, a Mepa MNPeAoCTOPOXKHOCTM U MpoABAeHMe Balwel poauTenbcKoi
OTBETCTBEHHOCTM M 3a60Tbl.



